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1 Al-Haq’s Comments on the Law by 
Decree on Cybercrimes of 2017

On 24 June 2017, President Mahmoud Abbas approved the Law 
by Decree on Cybercrimes (hereinafter Cybercrimes Decree 
Law), which had been referred to him by the government on 20 
June 2017. The Cybercrimes Decree Law was published in the 
Palestinian Official Gazette (Issue 14) on 9 July 2017. Article 61 
provides that the Cybercrimes Decree Law shall enter into force 
as of the date of its publication in the Official Gazette. 

The publication, along with the mechanism used to discuss, 
approve and publish the Cybercrimes Decree Law, was received 
with opposition from Palestinian civil society organisations. The 
whole process was carried out in complete secrecy. Despite 
demands from civil society organisations to be involved in the 
discussion, concerned stakeholders including, inter alia, civil 
society organisations, national institutions, the Palestinian 
Journalists’ Syndicate, Palestinian Bar Association, and internet 
service providers, did not review the Law or participate in relevant 
discussions. With the continued absence of the Palestinian 
Legislative Council (PLC), the authorised legislative body according 
to the Constitution, these demands still went unanswered. This 
approach is entirely inconsistent with the government-declared 
policy articulated in the National Policy Agenda 2017-22: Putting 
Citizens First. According to this document, the government 
stresses its commitment to full partnership with, and openness 
to, civil society.

The Cybercrimes Decree Law was not included in the minutes of 
the last session held by the Council of Ministers on 20 June 2017 
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despite the fact that the Preamble to the Decree Law references 
that session. The draft of the Cybercrimes Decree Law, which was 
published in the Official Gazette, was largely different and more 
severe from the drafts circulated earlier. The Cybercrimes Decree 
Law also provided that it shall enter into effect as of the date of 
its publication in the Official Gazette, contravening legal norms 
surrounding penal legislation which allow citizens ample time, 
as of the date of publication, to consider and comment on the 
Law before it enters into force. This is also in accordance with 
principles of transparency. 

As such, the Cybercrimes Decree Law does not comply with the 
applicable approach to dealing with penal legislation. Instead, the 
published draft of the Cybercrimes Decree Law provides imprecise 
information. It further raises questions as to whether it is limited 
to this type of crime; in accordance with international standards; 
and if it is meant to provide a pretext to violate public rights and 
freedoms, particularly the right to freedom of expression, right to 
privacy and right of access to information. 

General comments on the Cybercrime Decree Law 

1. Article 43 of the Amended Basic Law, necessity is a constitutional 
condition for any legislation, including the Cybercrimes Decree 
Law, to be valid. Before it was approved and published in the 
Official Gazette on 9 July 2017, the first draft of the Decree Law had 
been referred, together with an explanatory note by the Attorney 
General, to the Prime Minister on 17 October 2016. This lengthy 
process confirms that the requirement of “necessity that cannot 
be delayed” under the Basic Law was no longer viable. Given the 
lack of the required constitutional conditions, the Cybercrimes 
Decree Law cannot be characterised as an exceptional legislation. 

2. According to the explanatory note attached to the Cybercrimes 
Decree Law, and which was referred to the Prime Minister on 17 
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October 2016, the Attorney General is the party that submitted 
the draft law. According to Article 43 of the Basic Law, the President 
of the Palestinian National Authority is the only stakeholder that 
is allowed to submit draft legislations to the government for 
discussion. The fact that the Public Prosecution submitted the 
draft entails a conflict of interests, evidenced by the broad powers 
the Cybercrimes Decree Law confers on the Public Prosecution in 
procedures. The Public Prosecution is an adversary in the crimes 
provided for by the Cybercrime Decree Law. 

3. To a great extent, the Cybercrimes Decree Law goes beyond 
the limits of cybercrime, and encompasses many common crimes 
within the scope of cybercrimes. The Cybercrimes Decree Law 
further declares any crime as a cybercrime if committed through 
cyberspace which violates the International Convention on 
Cybercrime (Budapest Convention). Contrary to common legal 
norms, the Cybercrimes Decree Law adopts the method by which 
a crime is committed in order to aggravate the penalties of what 
it considers cybercrimes. By contrast, the Budapest Convention 
adopts the “nature of the offence” as in those offences related to 
confidentiality and integrity of electronic systems. The Convention 
is also concerned with “how widespread” cybercrimes are, 
including offences related to computers, content, and violations 
of copyright and related rights – as provided for in the Budapest 
Convention. 

Effective since 2004, the Budapest Convention is an international 
reference for relevant domestic legislation. The Convention 
lists four categories of cybercrimes: (1) offences against the 
confidentiality, integrity and availability of computer data 
and systems. This covers: illegal access by means of piracy, 
unauthorised password protection systems, taking advantage of 
software gaps, illegal data interception, violations of privacy by 
transmitting computer data, data interference through malicious 
codes and viruses, the obstruction of lawful usage of computer 
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systems, and the misuse of the devices used as a tool in cybercrime; 
(2) computer-related forgery, fraud and theft; (3) content-related 
offences, including offences related to child pornography; and (4) 
offences related to infringements on copyright and intellectual 
rights. A total of 13 thematic articles provide for penalties for the 
aforementioned cybercrimes under the Budapest Convention. 

In addition, the 2010 Arab Convention on Combating Information 
Technology Offences (Arab Convention) not only provides for 
offences related to pornography involving children and minors, 
but also lists offences related to pornography in general. 
Furthermore, the Arab Convention prohibits offences related 
to terrorism committed by means of information technology, 
money laundering, drug trafficking, human and human organ 
trafficking, and illicit arms trafficking. Article 21 of the Arab 
Convention expands the scope of criminalisation to include 
all traditional offences when they are committed by means of 
information technology. This implies an unjustified extension 
of the scope of these types of offences. The Arab Convention is 
incompatible with the Budapest Convention’s approach dealing 
with cybercrime. In fact, the Arab Convention seems to rather 
depend on the “method” to deal with cybercrimes. It is important 
to note that the Arab Convention has a total of 21 thematic articles 
that prescribe penalties for information technology offences. 
Meanwhile, the Palestinian Cybercrime Decree Law provides 
for a greater number of offences; a total of 45 thematic penal 
provisions. It is therefore imperative to adopt an approach based 
on the Budapest and Arab Conventions to deal with cybercrimes 
and which is in line with international standards. 

4. The Cybercrime Decree Law uses several overly broad and 
loosely defined terms in several provisions. These are inconsistent 
with the fundamental principles of knowledge of legal norms 
and legality, as well as absolute clarity and balance between 
criminalisation and punishment, allowing for an unrestrained 
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interpretation. The role of law enforcement agencies must be 
limited to investigating whether a criminal act has been committed 
or not. Such terms found in the Cybercrimes Decree Law include: 
“infringement on public morals”, “endangering the integrity of 
the Palestinian state, the public order or the internal or external 
security of the State”, “attacking family principles or values”, 
“inciting racial hatred”, “harming national unity”, “harming 
social peace”, etc. According to the Budapest Convention, these 
offences are beyond the concept of cybercrime. 

Moreover, such offences cannot be included as part of the 
restrictions allowed for under Article 19 of the International 
Covenant on Civil and Political Rights (ICCPR) regarding 
the right to freedom of expression. The offences set in the 
Cybercrimes Decree Law cannot pass the strict three-part test 
of these restrictions to establish their legality in accordance with 
international standards. Instead, the offences jeopardise the 
right to freedom of expression. The three-part test provides that 
any limitation must be provided for clearly and unambiguously 
in law. It further establishes that the restriction should aim to 
protect an overriding legitimate public interest and be governed 
by the standards of necessity and proportionality (European 
Court for Human Rights). A restriction should not pose a threat to 
the right to freedom of expression. Moreover, these restrictions 
must be familiar in a democratic society. In other words, when 
addressing such restrictions, courts must pay special attention to 
a set of principles and standards, which are grounded in respect 
for pluralism, tolerance, equality, freedom and promotion of 
self-realisation. Accordingly, those provisions of the Cybercrimes 
Decree Law, which do not stand the three-part test, must be 
ruled out because they infringe upon the right to freedom of 
expression. 

This needs to be emphasised by adding a precautionary provision 
to the Cybercrimes Decree Law prescribing that: “It shall be 
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prohibited to construe or interpret any provision under this Law 
by Decree in a manner that contradicts or infringes on the right 
to freedom of expression and the right to privacy enshrined in 
the international conventions the State of Palestine has acceded 
to, and other relevant international standards.” It must also be 
stressed that the provisions of the Cybercrimes Decree Law 
should be practically interpreted according to the three-part test 
in order to safeguard public rights and freedoms, particularly the 
right to freedom of expression and the right to privacy. 

5. Loosely-interpreted terms under many provisions of the 
Cybercrimes Decree Law can generate an increasing sense of 
restraint among journalists, bloggers, activists, and generally 
among citizens. Such terms can be detrimental to freedom of 
the press and the right of access to information. Such overly 
broad language negatively reflects on the public and generates 
fear. Overly broad terms can also result in an unjust enforcement 
of these provisions, solely at the discretion of law enforcement 
agencies. Ultimately, these terms may impinge on the rule of law, 
equality and non-discrimination. 

6. Many penal provisions under the Cybercrimes Decree Law 
prescribe penalties on the basis of “intent” (mens rea) - the mental 
element of a criminal offence. In principle, intent cannot practically 
be established without the realisation of material element (actus 
rea), including the perpetration of the criminal offence, criminal 
consequence and causal link. As such, the elements of the crime 
are incomplete. For example, Article 20 of the Cybercrimes 
Decree Law establishes the creation or management of websites 
that aim to publish news that would endanger the integrity of 
the state, its public order or the internal or external security of 
the State as an offence. Also, Article 18 of the Law criminalises 
the creation of “websites, applications or electronic accounts or 
dissemination of information on the electronic network with the 
intent to commit the offence of money laundering or to finance 
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terrorism” (emphasis added). 

7. Many penal provisions under the Cybercrimes Decree Law 
prescribe excessively severe penalties. Contrary to the principle 
of legality, these penalties are not informed by a presupposed 
balance between criminalisation and punishment. Under the 
Law, penalties can be as severe as hard labour, either temporarily 
or for life. For example, Article 51 of the Decree Law provides that 
“if any of the offences provided for under this Law by Decree is 
committed for the purpose of disrupting public order, endangering 
the safety and security of the society, or endangering the lives of 
citizens, or with the intention of harming national unity or social 
peace, the penalty shall be hard labour for life or temporary 
hard labour.” The Law also imposes exorbitant fines, amounting 
to JD 5,000 or JD 10,000. In some instances, the Decree Law 
combines criminal penalties with fines within the same provision, 
contradicting general principles for the classification of penalties. 
Additionally, loosely defined terms are used in the context of 
severe penalties, violating the principle of legality and knowledge 
of legal norms. These penalties are also incompatible with the 
philosophy of punishment, which is grounded in correction rather 
than retaliation. 

8. In relation to the proceedings of penal cases involving 
cybercrimes, a distinction should be made between online media 
outlets and other websites. This is in line with the provisions 
of Article 27 of the Basic Law, which explicitly prohibits “any 
restrictions” to be imposed on media outlets, unless the 
restrictions are in accordance with the provisions of the law 
and “judicial ruling”. On the other hand, the Law also infringes 
on the norms and guarantees enshrined in the Penal Procedure 
Law in relation to communications surveillance. It also violates 
international standards, articulated by the Special Rapporteur on 
the promotion and protection of the right to freedom of opinion 
and expression, particularly those provided in the 2013 report 
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submitted to the Human Rights Council (A/HRC/23/40). 

9. The Cybercrimes Decree Law allows websites to be blocked in 
violation of relevant international standards, particularly the 2016 
Human Rights Council Resolution (A/HRC/32/L.20). The resolution 
“[c]ondemns unequivocally measures to intentionally prevent 
or disrupt access to or dissemination of information online in 
violation of international human rights law and calls on all States 
to refrain from and cease such measures”. In this context, and 
without scant regard for the principle of proportionality, Article 
40(2) of the Cybercrime Decree Law allows the Attorney General 
or one of his assistants to request a Magistrate Judge to block 
websites within 24 hours. Further, the Judge will be able to issue 
a judgement on the same day in relation to any offence provided 
for in the Cybercrime Decree Law, completely disregarding the 
principle of proportionality. In other provisions such as Article 54, 
it seems that the court does not have a discretionary power to 
block websites. Instead, it only has the power to set the timeframe 
during which a website can be blocked. The court can only decide 
how long a website, in the instance of a cybercrime committed, 
will be blocked. 

In addition, according to international standards, blocking 
websites requires a final court decision. A website may not be 
blocked during the course of investigation. The court decision 
should apply to more serious crimes, such as organised crime or 
child pornography, rather than to all offences provided for under 
the Cybercrimes Decree Law. Along this line, in 2011, a joint 
declaration on the freedom of expression and the Internet was 
issued by the UN and other international experts.1

1 This included: United Nations (UN) Special Rapporteur on Freedom of Opinion 
and Expression, the Organisation for Security and Co-operation in Europe (OSCE) 
Representative on Freedom of the Media, the Organisation of American States (OAS) 
Special Rapporteur on Freedom of Expression, and the African Commission on Human 
and Peoples’ Rights (ACHPR) Special Rapporteur on Freedom of Expression and Access to 
Information
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Clause 3, “Filtering and Blocking,”  of the joint declaration states 
that “[m]andatory blocking of entire websites, IP addresses, ports, 
network protocols or types of uses (such as social networking) 
is an extreme measure - analogous to banning a newspaper or 
broadcaster - which can only be justified in accordance with 
international standards, for example where necessary to protect 
children against sexual abuse.” Clause 6, “Access to the Internet,”  
also provides that “[d]enying individuals the right to access the 
Internet as a punishment is an extreme measure, which could be 
justified only where less restrictive measures are not available 
and where ordered by a court, taking into account the impact of 
this measure on the enjoyment of human rights.” 

10. The Cybercrimes Decree Law also neglects the standards 
set by the International Principles on the Application of Human 
Rights to Communications Surveillance. 

11. Although the Budapest Convention includes detailed 
provisions on the protection of copyright and related rights 
and criminalises violation of this right, which has been of global 
concern, the Cybercrimes Decree Law completely disregards this 
area. 

Detailed comments on the Cybercrime Decree Law 

1. Article 3(1) of the Cybercrime Decree Law provides that “a 
specialized unit for cybercrime shall be established in the police 
and security forces, provided that it has judicial authority. The 
Public Prosecution shall supervise the judicial control officers 
within their jurisdiction.” Nothing justifies an unwarranted 
expansion of the mandate of security agencies, who already 
enjoy the mandate of judicial police, so as to include the power 
to prosecute cybercrimes. Several Palestinian security agencies 
possess this capacity, including the General Intelligence, 
Preventive Security, Military Intelligence, Civil Defence, etc. This 
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provision can result in overlapping powers and jurisdictions in 
the prosecution of cybercrime. It may also negatively impact the 
rights and guarantees under international and Palestinian law. 
It is therefore believed that this power should be given to the 
Palestinian police, who have a cybercrimes unit. According to the 
Palestinian Penal Procedure Law, the police agency is originally 
vested with judicial duties. 

2. Article 6 of the Cybercrime Decree Law provides that “anyone 
who has produced, or deployed through an electronic network 
or an information technology means, anything that can stop 
it, disrupt it, destroy programs, delete, or modify them, will be 
sentenced to temporary hard labor and a fine of no less than 
five thousand JD, and no more than ten thousand Jordanian 
Dinars or the equivalent in the legally circulated currency.” 
Firstly, this provision simultaneously prescribes a penalty for a 
criminal offence (temporary hard labour) and a fine. Secondly, 
the provision imposes an excessively harsh penalty, namely 
temporary hard labour. Contrary to the requirements set by the 
principle of legality, this penalty is disproportionate to the gravity 
of relevant offences. The provision does not make a distinction 
between legal devices and programmes that are produced or used 
to maintain security and protection of networks and information, 
and those which illegally cause damage, disruption or destruction 
of these devices and programmes by means of malicious codes, 
viruses, etc. 

3. According to Article 8(2) of the Cybercrimes Decree Law, 
“any person who unlawfully uses personal encryption elements 
or the electronic signature creation tool to forge the signature 
of another person, shall be punished by imprisonment or by a 
fine of no less than two thousand Jordanian Dinars and no more 
than five thousand Jordanian Dinars or by a combination of both 
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punishments.” It is not clear what unlawfully means. Does it mean 
that a person needs to obtain permission, allowing the official 
authority to conduct secret surveillance on personal encryption 
and anonymity tools? The Report of the Special Rapporteur on the 
promotion and protection of the right to freedom of opinion and 
expression (A/HRC/29/32) highlights that “States should neither 
prohibit nor conduct secret surveillance on strong encryption 
and anonymity. National laws should recognise that individuals 
are free to protect the privacy of their digital communications 
by using encryption technology and tools that allow anonymity 
online. States should not restrict encryption and anonymity, 
which facilitate and often enable the rights to freedom of opinion 
and expression.” Hence, the use of encryption elements or tools, 
whether personal or within the framework of one’s work, is 
safeguarded by international human rights standards. Article 8(2) 
of the Law also prescribes an excessively severe penalty, namely 
temporary hard labour, against any person who unlawfully uses 
personal encryption elements. Once again, the provision combines 
penalties for both criminal offences and misdemeanours. 

4. While the Cybercrimes Decree Law provides for excessively 
harsh penalties, the penalties themselves are also inconsistent 
with other legislation. For example, Article 13 prescribes 
temporary hard labour against a person “who uses an electronic 
network or any other type of information technology to steal or 
embezzle funds.” This penalty is not necessarily proportionate 
to the nature of the committed offence. By contrast, under the 
Penal Law, theft can be a criminal offence if it involves aggravated 
circumstances. Otherwise, it is characterised as a misdemeanour. 
Contrary to the categories of penalties provided by the general 
rules of penal legislation, Article 13 of the Cybercrime Decree 
Law prescribes a misdemeanour penalty (a fine) together with a 
criminal penalty. 

5. Pursuant to Article 15(1) of the Cybercrime Decree Law, “anyone 
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who uses the Internet or an information technology device to 
threaten or blackmail another person to carry out an act or to 
refrain from doing so, even if such an act or omission is lawful, 
shall be punished by imprisonment or by a fine of no less than 
two thousand Jordanian Dinars and no more than five thousand 
Jordanian Dinars or by a combination of both punishments.” The 
terms threaten and blackmail are  vague. According to Article 15, 
“to threat or blackmail” is effected to compel another person 
to perform an act or omission. Even if such an act or omission 
is lawful, it will be criminalised. In such a case, even advocacy 
campaigns to amend the Cybercrimes Decree Law could fall 
within the purview of the Law.

Article 15(2) also incorporates overly broad and loosely defined 
terms, such as a threat to commit “a felony or to attribute 
dishonourable acts” and prescribes an excessively harsh penalty, 
namely temporary hard labour if the threat concerns perpetration 
of a crime or an act of morally offensive content. The same 
provision involves penalties for both crimes and misdemeanours. 
The terms used in this provision need to be defined. 

6. Article 16 of the Cybercrimes Decree Law provides: “1. Anyone 
who has produced any material that infringes upon public morals, 
or has arranged, prepared, sent or stored it for the purpose 
of exploiting, distributing or presenting it to others through 
the electronic network, an information technology means, or 
animated cartoons shall be punished by imprisonment for a 
period no less than one year, a fine of no less than one thousand 
Jordanian Dinars and no more than five thousand Jordanian Dinars, 
or by both penalties. 2. Any person who creates a website, an 
application or an electronic account, or who publishes information 
on the Internet or on another information technology platform in 
order to facilitate programs and ideas that infringe upon public 
morality shall be punished by imprisonment for a period of at 
least one year or by a fine of no less than one thousand Jordanian 
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Dinars and no more than five thousand Jordanian Dinars or by 
a combination of both punishments.” In several respects, these 
provisions clearly violate personal freedom and the right to 
freedom of expression. The term public morals is overly broad 
and violates the three-part test, which assesses controls on the 
right to freedom of expression. 

In addition, the Article in question renders the right to freedom 
of expression meaningless. Criminalisation on the mere grounds 
of producing, preparing, arranging, transmitting, storing or 
presenting material to others, impinges on personal freedoms. 
According to the Human Rights Committee’s General Comment 
34 on Article 19 of the ICCPR, “the concept of morals derives from 
many social, philosophical and religious traditions; consequently, 
limitations... for the purpose of protecting morals must be based 
on principles not deriving exclusively from a single tradition. Any 
such limitations must be understood in the light of universality 
of human rights” Against this background, Article 15(1) of the 
Cybercrime Decree Law criminalises many acts that fall within 
the framework of the right to freedom of expression and 
personal freedoms. Under Article 15(2), the phrase “facilitating 
programmes and ideas that promote and infringe on public morals” 
may also establish as criminal offences many acts associated with 
the right to freedom of expression. In this context, the Budapest 
Convention narrowly restricts criminalisation to those acts which 
involve child pornography. To sum up, Article 15 of the Cybercrime 
Decree Law needs to be discarded from the scope of cybercrimes 
because it bears grave consequences on the right to freedom of 
expression and personal freedoms. 

7. Article 20 of the Cybercrimes Decree Law provides: “1.  anyone 
who creates or manages a website or an information technology 
platform that aims to publish news that would endanger the 
integrity of the Palestinian state, the public order or the internal or 
external security of the State shall be punished by imprisonment 
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for a period of at least one year or by a fine of no less than one 
thousand Jordanian Dinars and no more than five thousand 
Jordanian Dinars or by a combination of both punishments. 2. Any 
person who propagates that news by the any means, including 
broadcasting or publishing it, shall be sentenced to a maximum 
of one year in prison, be required to pay a fine of no less than 
two hundred Jordanian Dinar and no more than one thousand 
Jordanian Dinars or be subjected to both penalties.”

These provisions also violate the principle of legality and 
individuals’ right to know legal norms, on the grounds of which 
their behaviour is assessed. These terms allow for multiple 
interpretations, potentially implying an infringement on the 
right to freedom of expression. In light of relevant international 
standards, Article 20 of Cybercrimes Decree Law cannot stand 
the three-part test for controls on the right to freedom of 
expression. On the basis of this article, the Public Prosecution 
detained five journalists. It was also invoked by the court to 
extend the detention of these journalists. The offence provided 
for by Article 20 does not fall within the scope of cybercrimes 
under the Budapest Convention. According to paragraph 43 of 
General Comment 34 of the Human Rights Committee, “[t]he 
penalisation of a media outlet, publishers or journalist solely 
for being critical of the government or the political […] system 
espoused by the government can never be considered to be a 
necessary restriction of freedom of expression.”  

8. In accordance with Article 21 of the Cybercrimes Decree Law, 
“Anyone who creates a website, an application or an electronic 
account, or disseminates information on the Internet or an 
information technology device with the intention to offend or 
to violate a sacred or religious rite or belief shall be punished 
by imprisonment for a period of at least one year or by a fine 



19

Measures Taken by Al-Haq to Counter the Law by Decree on Cybercrimes

of no less than two thousand Jordanian Dinars and no more 
than five thousand Jordanian Dinars or by a combination of 
both punishments.” This article incorporates a loosely defined 
expression, namely “offending or violating a sacred or religious 
rite or belief.” It involves an unjustified restriction of the right to 
freedom of expression, which might be in the form of criticism 
of religions and religious scholars. This offence is under the 
Budapest Convention. According to General Comment 34 of the 
Human Rights Committee, it would not be “permissible for […] 
prohibitions to be used to prevent or punish criticism of religious 
leaders or commentary on religious doctrine and tenets of faith.”2 

9. Pursuant to Article 22 of the Cybercrimes Decree Law, “Anyone 
who creates a website, an application, or an electronic account, 
or publishes information on the Internet or an information 
technology device with the intent to attack any family principles 
or values   by publishing news, photos, audio or video recordings, 
whether dir e ctly or indirectly, relating to the inviolability of 
private and family life, even if it is true, in order to defame others 
and harm them, shall be punished by imprisonment for a period 
of at least two year or by a fine of no less than three thousand 
Jordanian D i nars and no more than five thousand Jordanian 
Dinars or by a combination of both punishments.” 

Article 22 u ses overly broad expressions, e.g. “attack any 
family prin c iples or values.” Moreover, Article 22 does not 
make a distinction between libel and slander directed at public 
figures and  ordinary people. With regards to those directed at 
public figures, regulations need to show a significant degree of 
lenience. I f  it is expressed with no bad faith, libel and slander, 
then it should not be criminalised and rather redressed by means 
of civil compensation. In its General Comment 34, the Human 

2  Paragraph 48 of General Comment
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Rights Committee explicitly highlights that “States parties should 
consider the decriminalisation of defamation and, in any case, 
the application of the criminal law should only be countenanced 
in the most serious of cases and imprisonment is never an 
appropriate penalty;” Here defamation is considered libel and 
slander under Palestinian legislation.  Furthermore, in many joint 
declarations, the UN Special Rapporteur on Freedom of Opinion 
and Expression, OSCE Representative on Freedom of the Media, 
OAS Special Rapporteur on Freedom of Expression and ACHPR 
Special Rapporteur on Freedom of Expression and Access to 
Information have repeatedly called on all States to abolish penal 
defamation laws. In particular, these three international officials 
stated in their 2002 joint declaration that “all criminal defamation 
laws should be abolished and replaced, where necessary, with 
appropriate civil defamation laws.” 

10. According to Article 24 of the Cybercrimes Decree Law, 
“Anyone who establishes a website, an application or an 
electronic account, or who publishes information through the 
computer network or any other information technology platform 
for the purpose of publishing and disseminating information 
that incites racial hatred, provokes racial discrimination against 
a particular group, or threatens aggression against someone 
because of their ethnic or sectarian affiliation, color, looks or 
cause of disability shall be sentanced to temporary hard labor and 
a fine of no less than five thousand Jordanian Dinars and no more 
than ten thousand Jordanian Dinars or the equivalent thereof in 
the legally circulated currency.” This article uses loosely defined 
expressions, such as “incitement to racial hatred” which are 
inappropriate to serve as a penal provision. Article 24 also implies 
an unjustified restriction of the right to freedom of expression. In 
practice, monitoring and documentation provided by Al-Haq and 
other human rights organisations has demonstrated that such a 
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provision is invoked to arrest journalists and citizens on grounds 
of expressing their opinion. In addition, the article prescribes 
excessively severe penalties, which are not proportionate to the 
nature of the offences committed. 

11. Article 26 of the Cybercrime Decree Law provides that 
“Whoever acquires any device, program, electronic data, 
password, or entry codes, or presents, exports, imports, issues or 
promotes them in order to commit any crime defined in this law 
shall be punished by hard labor for a period not exceeding five 
years and be issued a fine of no less than five thousand Jordanian 
Dinars and no more than ten thousand Jordanian Dinars or the 
equivalent thereof in the legally circulated currency.” The article 
imposes severe penalties on a person for just acquiring devices, 
programmes or electronic data with the intention of committing 
any of the offences provided for under the Cybercrime Decree Law. 
It further prescribes an unduly excessive penalty for any offence, 
which might be perpetrated by means of these “tools”. As such, 
Article 26 impinges on the general rules of, and the principle of 
proportionality between, criminalisation and punishment. It also 
penalises acts which have already been criminalised under the 
Decree Law, thus imposing more than one penalty for the same 
offence. 

12. According to Article 28 of the Cybercrimes Decree Law, “Any 
person who creates a website, an application or an electronic 
account, or who disseminates information on the Internet or an 
information technology platform with the intention to commit or 
to entice someone else to commit any offense punishable under 
any applicable legislation, is subject to twice the punishment 
stipulated by the relevant law.” As opposed to general rules of the 
Penal Law, this is an overly broad and loosely defined provision. 
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In addition,  the Law takes the method used to commit an offence 
to aggravate the penalty regardless of the nature of the offence in 
question. Derogating from the Budapest Convention’s approach, 
Article 28 establishes as cybercrime all the offences provided for 
under effective regulations. 

13. In accordance with Article 30 of the Cybercrimes Decree Law, 
“If one of the offenses stipulated in this resolution was committed 
in the name a legal person, the legal person shall be punished by 
a fine of no less than five thousand Jordanian Dinars and no more 
than ten thousand Jordanian Dinars. The court may deprive the 
legal person of their (online???) activity for a maximum period 
of five years, or to dissolve it without prejudice to the criminal 
liability of its natural person.” The excessively severe penal fines 
and precautionary measures prescribed by this article, do not take 
into account the nature and gravity of the offences committed, 
hence violating the principle of proportionality under the three-
part test. 

By contrast, Article 36 of the 1960 Penal Law stipulates that 
for a corporate body to be suspended or dissolved, a crime or 
misdemeanour with a penalty of at least two years [in prison] 
should be committed. A final court decision must be in place to 
prevent/suspend a juridical person from exercising their activity 
for a certain period of time or to dissolve it. Accordingly, this 
article needs to be viewed in the same light of blocking websites. 
In this context, in the aforementioned 2011 joint declaration 
on freedom of expression and the Internet3 confirmed that 
“[m]andatory blocking of entire websites, IP addresses, ports, 
network protocols or types of uses (such as social networking) 
is an extreme measure - analogous to banning a newspaper or 

3  See FN 1
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broadcaster - which can only be justified in accordance with 
international standards […]”. 

14. According to Article 31 of the Cybercrime Decree Law, 
“Anyone that uses an electronic system, a website or an electronic 
application to bypass the blocking of a website or any other IT 
platform under the order of this resolution, shall be punished 
by imprisonment for a period of at least three months or by a 
fine of no less than five hundred Jordanian Dinars and no more 
than one thousand Jordanian Dinars or by a combination of both 
punishments.” This is an unjustifiable provision. On the one 
hand, the blocking of websites per se is a violation of relevant 
international standards. On the other hand, it contravenes the 
principle of necessity because it implies an unjustified restriction 
of the right of access to information. For example, blocking certain 
websites can be used to silence opposition. Against this backdrop, 
what are the guarantees against the abuse of blocking websites 
(the first level of the three-part test)? What overriding legitimate 
interest is to be achieved by this measure (the second level of the 
three-part test)? Blocking websites renders the right of access 
to information meaningless and violates relevant international 
standards. In addition, Article 31 disregards widespread up-to-
date technologies and programmes, which can easily bypass 
blocked websites. 

15. According to Article 32 of the Cybercrime Decree Law, “Service 
providers commit, as per legal procedure, to the following:

1. At the request of the prosecution or the competent 
court they shall provide the competent authorities with 
all necessary data and information that will assist in 
uncovering the truth.

2. Based on the orders issued by the judicial authorities, and 
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taking into account the procedures stated in Article (40) of 
this law, they shall block any link, content or application on 
the Internet.

3. Retain information about the subscriber for at least three 
years.

4. In accordance with the decision of the competent 
judge of the court, they shall assist and cooperate with 
the competent authorities in collecting, recording and 
retaining information and electronic data.”

In addition to breaching relevant international standards, this 
article gravely violates the right to privacy. In relation to the 
content, it allows room to infringe upon subscribers’ personal 
information. In his 2017 report to the UN Human Rights Council, 
the Special Rapporteur on the promotion and protection of 
the right to freedom of opinion and expression highlights that 
“[p]roviders should only be compelled to release user data 
when ordered by judicial authorities certifying necessity and 
proportionality to achieve a legitimate objective.” (Para. 19). 

Hence, Article 32 contradicts the principles of necessity and 
proportionality. Service providers may not be obligated to retain 
subscriber information for at least three years on preventive 
grounds and for the purpose of communications surveillance. To 
this end, in his 2013 report (A/HRC/23/40) to the UN Human Rights 
Council, the Special Rapporteur on the promotion and protection 
of the right to freedom of opinion and expression says: “states are 
adopting mandatory data retention laws requiring Internet and 
telecom service providers […] continuously to collect and preserve 
communications content and information about users’ online 
activities. Such laws enable the compilation of historical records 
about individuals’ e-mails and messages, locations, interactions 
with friends and family, etc. […] National data retention laws 
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are invasive and costly, and threaten the rights to privacy and 
free expression. […] mandatory data retention laws greatly 
increase the scope of State surveillance, and thus the scope for 
infringements upon human rights. Databases of communications 
data become vulnerable to […] accidental disclosure.” (Para. 65). 

In his 2017 report to the UN Human Rights Council (A/HRC/35/22), 
the Special Rapporteur on the promotion and protection of the 
right to freedom of opinion and expression also states: “[…] 
overbroad requests for user data and third party retention of such 
data […] can have both near and long-term deterrent effects on 
expression, and should be avoided as a matter of law and policy. At 
a minimum, States should ensure that surveillance is authorized 
by an independent, impartial and competent judicial authority 
certifying that the request is necessary and proportionate to 
protect a legitimate aim.” (Para. 78). 

Therefore, the definition of “subscriber information” under 
Article 1 of the Cybercrime Decree Law needs to be limited to 
information with regard to the type of communications service 
used, technical conditions, period of service, subscriber identity, 
postal or geographical address, telephone number and available 
payment data based on the service agreement or installation. 
Subscriber information should also be restricted to data regarding 
the installation site of the communications service. With a view 
to protecting and preserving the right to privacy and sanctity 
of private life, this definition must not include any data on the 
“content” of the personal information of a subscriber’s activity. 

Article 32(2) of the Cybercrimes Decree Law provides for the 
blocking of websites. As explained in Paragraph 8 under the 
general comments section above, this measure contradicts UN 
Human Right Council Resolution (A/HRC/32/L.20) which “[c]
ondemns unequivocally measures to intentionally prevent 
or disrupt access to or dissemination of information online 
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in violation of international human rights law and calls on all 
States to refrain from and cease such measures.” According to 
international human rights standards, exceptional cases in which 
websites can be blocked must take account of the requirements 
of necessity and proportionality. These standards also require 
that a final decision be rendered by the competent court. The 
aforementioned joint declaration confirms that a website may 
not blocked during the course of preliminary investigation. Such 
a decision should be applied to more serious crimes, such as 
organised crime or child pornography.4 

16. Articles 33 and 34 of the Cybercrime Decree Law give the 
power to the Public Prosecution or the person it delegates from 
among officers tasked with judicial duties to search people, 
places and information technology tools relevant to an offence. 
The search warrant must be reasoned and may be renewed 
more than once as long as the justifications for the procedure 
remain in effect. The Prosecutor may authorise officers tasked 
with judicial duties or those experts who assist them to have 
direct access to any information technology tool and conduct the 
search with the intention of obtaining data and information. The 
Public Prosecution shall be entitled to access electronic devices, 
tools, means, data and information related to the offence. The 
Public Prosecution shall also be entitled to permit the seizure and 
confiscation of the information system wholly or partly or any 
other information technology tool which may help uncover the 
truth. 

Although it is an adversary party to penal cases, the Public 
Prosecution is given powers that fall within the jurisdiction of 
courts thus violating guarantees of the right to privacy under 
international standards. The Special Rapporteur on the promotion 
and protection of the right to freedom of opinion and expression 

4  See FN 1
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states in his 2013 report (A/HRC/23/40) to the Human Rights 
Council that “communications surveillance should be regarded 
as a highly intrusive act that potentially interferes with the 
rights to freedom of expression and privacy and threatens the 
foundations of a democratic society. Legislation must stipulate 
that State surveillance of communications must only occur under 
the most exceptional circumstances and exclusively under the 
supervision of an independent judicial authority. Safeguards must 
be articulated in law relating to the nature, scope and duration 
of the possible measures, the grounds required for ordering 
them […]” (Para. 81). Hence this measure must fall within the 
jurisdiction of the Judicial Authority. 

It should also be noted that according to the Cybercrimes Decree 
Law, the search warrant issued by the Public Prosecution is 
indefinite; i.e. it is not limited to a specific period of time and 
can be conducted in the absence of the accused person which 
contravenes procedural guarantees. A search is supposed to 
be strictly exceptional and governed by guarantees to prevent 
potential abuse. In general, the said articles imply a clear violation 
of the tests of necessity and proportionality under the respective 
international standards. They also demonstrate a derogation 
from the guarantees enshrined in the Penal Procedure Law. 

17. In accordance with Article 35 of the Cybercrime Decree Law, 
“1. The Magistrate’s Court may authorize the Public Prosecution 
to monitor, register and deal with communications and electronic 
conversations in order to uncover evidence relating to the crime. 
This authorization is valid for a period of fifteen days and is 
renewable once, providing the availability of new evidence. 2. 
The Public Prosecution may order the immediate collection and 
provision of any data, including communications, electronic 
information, traffic data or content information that it deems 
necessary to conduct the investigations. The Public Prosecution 
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shall use the appropriate technical means and may resort to 
consulting the service providers if necessary.”

In reference to communications surveillance, Article 35(1) 
derogates from the guarantees set forth by Article 51 of the Penal 
Procedure Law. Accordingly, this power (i.e. communications 
surveillance) is given to the Attorney General or one of his 
assistants based on an authorisation from the Magistrate Court 
judge. A judicial order on communications surveillance must be 
issued and reasoned by the Magistrate Court judge. However, 
this applies to specific and not all offences. Article 35(2) also 
contravenes guarantees enshrined in the Penal Procedure Law. 
While Article 35(2) provides that this measure can be initiated 
based on a decision from the Public Prosecution and without 
a judicial order, relevant international standards prescribe that 
communications surveillance can only be conducted through 
judicial authorities. 

Article 35 also neglects the right of individuals to be “notified” of 
communications surveillance. In this vein, the 2014 International 
Principles on the Application of Human Rights to Communications 
Surveillance provide that “[t]hose whose communications are 
being surveilled should be notified of a decision authorising 
Communications Surveillance with enough time and information 
to enable them to challenge the decision […] Delay in notification 
is only justified if notification would seriously jeopardise the 
purpose for which the Communications Surveillance is authorised, 
or there is an imminent risk of danger to human life. The User 
affected is notified as soon as the risk is lifted. Governments 
should publish, at a minimum, aggregate information on the 
number of requests approved and rejected. Communications 
surveillance must also be subject to public oversight.” 

This is also highlighted by the Special Rapporteur on the promotion 
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and protection of the right to freedom of opinion and expression 
in his 2013 report (A/HRC/23/40) to the Human Rights Council: 
“Individuals should have a legal right to be notified that they have 
been subjected to communications surveillance or that their 
communications data has been accessed by the State. Recognising 
that advance or concurrent notification might jeopardise the 
effectiveness of the surveillance, individuals should nevertheless 
be notified once surveillance has been completed and have the 
possibility to seek redress in respect of the use of communications 
surveillance measures in their aftermath” (Para 82). 

The test of proportionality must always be maintained. That is, the 
least intrusive mechanism must be used to achieve the interest 
to be protected. In other words, if a less invasive mechanism 
is available and has not been exhausted, communications 
surveillance should be avoided. 

18. Pursuant to Article 37 of the Cybercrimes Decree Law, “1. The 
competent court may authorize the immediate objection to the 
content of communications and may record or copy them at the 
request of the Attorney General or at the request of one of his or 
her aides. The decision of the court shall include all the elements 
that would define the communications which are subject to the 
objection. 2. The duration of the objection specified in paragraph 
(1) of this Article shall be three months from the date of actual 
commencement, which may only be extended once.” This is a 
further derogation from the guarantees enshrined in Article 
51 of the Penal Procedure Law. These provisions apply to all 
the offences provided for under the Cybercrimes Decree Law. 
Unlike the specification made by the Penal Procedure Law, the 
Cybercrimes Decree Law subjects communications to surveillance 
without reference to the criterion of gravity. Undermining the 
guarantees provided by the Penal Procedure Law, Article 37(2) 
increases the period of communications surveillance to three 
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months, renewable for another 3 month period.  

19. Article 38 of the Cybercrimes Decree Law provides that 
“any piece of evidence resulting from a means of information 
technology, information system, information network, website or 
electronic data and information may not be excluded because of 
the nature of the evidence.” This is an unacceptable interference 
with the court’s conviction when it deals with admissible 
evidence. It also intervenes in the penal judge’s freedom to 
prove, elicit, determine the weight of, approve or reject evidence 
in penal cases. Therefore, Article 38 involves a flagrant breach of 
judicial independence. This is also the case of Article 39 of the 
Cybercrime Decree Law. 

20. According to Article 40 of the Cybercrime Decree Law, “(1) In 
the event websites hosted within or outside the State post any 
statements, figures, images, films, propaganda or other material, 
which may threaten the national security, community safety, 
public order or public morals, the Investigation and Interdiction 
Units shall be entitled to submit a report to this effect to the 
Attorney General or to one of his assistants and request an 
authorisation to block the website/s or to block some of their links 
from being displayed. (2) Within 24 hours, the Attorney General 
or one of his assistants shall file the request for authorisation to 
the Magistrate Court, together with a note of his opinion. The 
court shall render its decision, either accepting or rejecting the 
request on the same day it is filed.” 

Given the overly broad contexts, of public order, public morals, 
etc., this Article allows for the blocking of websites within 
24 hours at the request of the Attorney General or one of his 
assistants and based on a decision from the Magistrate Court. As 
mentioned above, this measure contradicts the 2016 UN Human 
Right Council Resolution (A/HRC/32/L.20) which condemns calls 
on states to end measures of intentional prevention or disruption 
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the access to or dissemination of information online. To be applied 
in extremely exceptional cases, this measure must take account of 
the requirements of necessity and proportionality. It also requires 
that a final court decision be rendered to this effect. Such a decision 
should apply to more serious crimes, such as organised crime or 
child pornography. In addition to contravening the principles of 
legality and knowledge of legal norms, vague and loosely defined 
terms are also contrary to international standards, particularly 
the framework set by Article 19 of the ICCPR in reference to the 
right to freedom of expression. Accordingly, Article 40 cannot be 
in line with international standards. 

21. Article 41 of the Cybercrimes Decree Law states that “With 
exception of the professional obligations provided for in the law, 
the secrets or requirements of the profession may not be invoked 
to refrain from providing the information or documents required 
and which are in accordance with the provisions of the law.” 
This article is neither necessary nor justifiable. Confidentiality 
in professions, such as in medicine and law, are safeguarded by 
relevant protective laws. If this article is to be kept, confidentiality 
agreements of any profession must be respected and only 
disclosed following a judicial order. The word “law” should also 
be replaced by “legislation” given that professional secrets are 
regulated by laws, regulations, etc. 

22. In accordance with Article 44 of the Cybercrime Decree 
Law, “[t]he competent authorities shall provide assistance 
to counterparts in other States for the purposes of mutual 
legal aid and extradition of criminals in criminal investigations 
and proceedings associated with the offences set out in this 
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resolution...” This article contradicts Article 28 of the Basic Law, 
which categorically prohibits the extradition of Palestinians to 
foreign entities. Trials must be held in Palestine. Also, similar to 
Article 43, this provision seems to have ignored the extraordinary 
status of the State of Palestine as a territory under occupation. 

23. Article 46 provides that “Any person who commits, participates 
in, intervenes in or instigates an act using the Internet or any other 
means of information technology which constitutes an offense 
under any applicable legislation, shall be liable to the penalty 
prescribed for the crime in question under that legislation.” 
Contrary to the approach set by the Budapest Convention, this 
article goes beyond the limits of cybercrime. In the context of 
the Cybercrimes Decree Law, this provision is irrelevant since it 
focuses on the “method” used to commit an offence which is 
irrelevant to the penalty imposed so long the crime has been 
committed. 

24. Pursuant to Article 47 of the Cybercrimes Decree Law, 
“Anyone who creates a website that aims to promote committing 
any of the crimes stipulated in the Penal Code or in any of the 
special laws shall be punished by a provisional imprisonment 
and by a fine of at least five thousand dinars and no more than 
ten thousand Jordanian Dinars or the equivalent in the legally 
circulated currency.” Expanding the scope of cybercrime, this 
article contradicts the approach adopted by the Budapest 
Convention. It also imposes an excessively severe penalty. 
Temporary imprisonment is not included in the categories of 
penalties listed under the Penal Law in force. Furthermore, 
contrary to this categorisation, Article 47 combines penalties 
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prescribed for misdemeanours and crimes. 

25. According to Article 48 of the Cybercrimes Decree Law, “Any 
person who discloses the confidentiality of the procedures 
provided for in this resolution, other than in cases authorized by 
law,  shall be punished by imprisonment and by a fine of no less than 
five hundred Jordanian Dinars and no more than three thousand 
Jordanian Dinars or by one of the two punishments.” This article 
constitutes a violation of the right to freedom of expression and 
right of access to information. Essentially, the Cybercrimes Decree 
Law as a whole does not reference any ‘procedures of a secret 
nature’, contravening the principle of legality (there is no crime 
or punishment except as defined by law). In this case, and for 
example, any evidence collected by security officers vested with 
judicial tasks in the context of investigation, at the request of the 
Public Prosecution (search and seizure of information technology 
tools, data, etc.) could be categorised as secret procedures. This 
may result in breaching the public right of access to information. 

26. Article 50 of the Cybercrimes Decree Law provides that 
“Any person who deliberately refrains from reporting a crime or 
who knowingly misrepresents or withholds information shall be 
punished by imprisonment for a period of no less than six months 
and by a fine of no less than two hundred Jordanian Dinars and 
no more than one thousand Jordanian Dinars or alternatively 
they may be subjected to only one of these two penalties.” This 
article imposes penalties on citizens who refrain from reporting 
cybercrime. By contrast, penal legislation does not criminalise 
such an omission. The provision also raises questions about how 
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offences with such overly broad and loosely-defined terms can 
be reported. Although harsh penalities are prescribed under 
Article 50, Individual behaviour cannot be assessed based on 
these terms, nor can the intent of such exceptional legislations 
and regulations be interpreted. 
27. According to Article 51, “If any of the offenses set out in this 
resolution is committed for the purpose of disturbing public 
order, endangering the safety and security of the community, 
endangering the lives of the citizens, preventing or obstructing the 
exercise of public works by the public authorities or obstructing 
the provisions of the Constitution, the Basic Law, or with the 
intention of harming national unity, social peace, contempt of 
religion or that violate of the rights and freedoms guaranteed by 
the Constitution or the Basic Law, the penalty shall be hard labor 
or temporary hard labor.”

This article contravenes international standards set forth in 
Article 19 of ICCPR, relating to the right to freedom of expression, 
constituting a grave violation, and rendering the right meaningless. 
As mentioned above, the three-part test used to assess any 
controls on the right to freedom of expression requires that such 
controls be clearly, explicitly and unequivocally provided by law. 
Also, Article 51 contradicts the principles of legality and knowledge 
of legal norms. Legality stipulates an absolutely clear distinction 
between criminalisation and punishment. Furthermore, this 
Article is inappropriate to serve as a penal provision. 

In reality, concerned individuals cannot identify the legislator’s 
intent given such loosely defined terms, such as public order, 
national unity, community safety, etc. In addition to the excessive 
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penalty prescribed (hard labour for life or temporary hard 
labour) which applies to the Decree Law’s provisions and should 
the crime be committed within the scope of any of the loosely-
defined terms set forth. 

28. According to Article 52 of the Cybercrime Decree Law, “Anyone 
who participates by way of agreement, incitement, assistance or 
interference in committing a felony or a misdemeanor punishable 
under the provisions of this Decree shall be punished by the same 
penalties as the main perpetrator.” The Cybercrimes Decree Law 
should not derogate from the general rules of criminal complicity, 
the penalty of which is set forth under the General Section of 
the Penal Law. It should be noted that this Article also provides 
for excessively harsh penalties which require review – along with 
penalties prescribed by other provisions under the Cybercrime 
Decree Law – as mentioned above.
 
29. Article 54 states: “(1) Without prejudice to the penalties 
provided for in this resolution and to the good faith of others, the 
Court shall issue a decision to confiscate the devices, programs or 
means used to commit of any of the offenses which fall under the 
jurisdiction of this resolution at the expense of the owner. (2) The 
court shall issue a decision on how long a business shall remained 
closed or how long a website shall be blocked that had been 
involved in a crime.” This Article jeopardises judicial independence. 
It compels a judge to seize the devices, programmes or tools used, 
as well as to close down a premise and block websites; measures 
that should be subject to the discretionary power of the court 
and in accordance with international standards as mentioned 
previously. 
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30. The Cybercrimes Law by Decree completely disregards 
the protection of copyright and intellectual rights, and the 
criminalisation of pertinent violations. The Budapest Convention 
highlights these issues, especially given that hacked software 
is widely available in markets, violating copyright and causing 
exorbitant losses to manufacturers and developers. 

Conclusion 

The Law by Decree on Cybercrime No. 16 of 2017 was developed 
and published without earlier civil society participation and in 
the absence of the PLC. The Law by Decree involves extensive 
infringements on the right to freedom of expression, right to 
privacy and right of access to information. It also substantially 
contradicts the provisions of the Amended Basic Law and 
international conventions which the State of Palestine acceded 
to without reservation, particularly the ICCPR and relevant 
international standards. 

In addition, the Cybercrime Decree Law derogates from the 
Budapest Convention in terms of the nature and limits of 
cybercrime. Against this background, Al-Haq demands that the 
Law by Decree on Cybercrime No. 16 of 2017 be abolished. 
A new version needs to be drafted, taking into consideration 
comments made by Al-Haq and other civil society organisations, 
to ensure that it is consistent with the Amended Basic Law, 
international conventions that Palestine is party to, and the 
Budapest Convention. 
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Amending the Law by Decree on Cybercrimes

Introduction 

The Law by Decree on Cybercrimes No. 16 of 2017 (hereinafter 
Cybercrimes Decree Law or Decree Law) violates and impedes the 
right to freedom of expression, right to privacy, and right of access 
to information, seriously jeopardizing human rights. In addition 
to the continued absence of the Palestinian Legislative Council 
(PLC), Palestinian civil society organisations were not allowed the 
opportunity to view or take part in relevant deliberations before 
the Cybercrimes Decree Law was approved and published in the 
Palestinian Official Gazette. As such, the Cybercrimes Decree Law 
was approved in secret. This approach was entirely inconsistent 
with the principles of transparency, community participation, and 
National Policy Agenda 2017-22: Putting Citizens First. According 
to the latter document, the government stresses its commitment 
to full partnership with, and openness to, the civil society in 
public policy and law-making making processes. The Decree Law 
also stands in stark contrast against international conventions, to 
which the State of Palestine acceded, and relevant international 
principles. 

The approval of the Cybercrimes Decree Law was met with 
widespread opposition from civil society organisations. Al-Haq 
led a lobbying and advocacy campaign to amend and bring the 
Decree Law into full compliance with international human rights 
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conventions. In this vein, Al-Haq published detailed comments 
on the Cybercrimes Decree Law. Based on these comments, 
Al-Haq held multiple meetings with civil society organisations 
to consolidate their position on the Decree Law. Al-Haq also 
organised meetings and workshops, which brought together 
human rights defenders and activists to explain the risks posed 
by the Cybercrimes Decree Law, and contribute to creating a 
public opinion that rejects the violations its provisions invoke. 
On 30 August 2017, Al-Haq sent a legal notice to the Prime 
Minister, demanding that substantive amendments be made 
to the Cybercrimes Decree Law to ensure consistency with the 
provisions of the Palestinian Basic Law and international human 
rights conventions and standards. 

Al-Haq sent two submissions to the United Nations Special 
Rapporteur on the Promotion and Protection of the Right to 
Freedom of Opinion and Expression, Mr. David Kaye, including Al-
Haq’s comments on the Cybercrimes Decree Law and violations 
of the right to freedom of expression and freedom of the press 
in Palestine. On 16 August 2017, the Special Rapporteur sent a 
notice to the Palestinian government, including his comments 
on the Cybercrimes Decree Law, with a special focus on the 
overbroad terms and harsh penalties it prescribes. The Special 
Rapporteur expressed concern about, inter alia, blocking 
websites and mandating internet service providers to cooperate 
with security agencies by collecting, storing, and sharing users’ 
information data for at least three years. In his notice, the Special 
Rapporteur was also concerned about the reported detention of 
journalists and activists on charges of insulting persons of high 
standing; the blocking of almost 30 websites following a decision 
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from the Public Prosecution; the decision to lift parliamentary 
immunity of PLC members; the order by the Attorney General 
to confiscate and remove a novel, A Crime in Ramallah, from the 
local market; among other violations. 

On 31 July 2017, under the aegis of the Palestine Liberation 
Organisation (PLO), Al-Haq participated in dialogue sessions with 
the government to amend the Cybercrimes Decree Law. Al-Haq 
is also a member of the Drafting Subcommittee for the Dialogue 
Committee. However, the dialogue failed because security 
agencies continued to arrest journalists and activists on grounds 
of the Cybercrimes Decree Law. Such detentions violate the 
pledge made by the Attorney General on 12 August 2017 in the 
presence of Al-Haq and civil society organisations during dialogue 
sessions. The Attorney General pledged that no citizens would be 
arrested on the basis of the Cybercrimes Decree Law until relevant 
deliberations were concluded and the Decree Law was amended 
in line with international human rights standards. However, at 
the time, security agencies detained activist Issa Amro, and a 
number of journalists, including Mamdouh Hamamrah, Amer Abu 
Arafah, and Tareq Abu Zeid. On 13 September 2017, civil society 
organisations announced their withdrawal from the Dialogue 
Committee and the failure of the dialogue sessions. Following 
that, comments developed by the Drafting Subcommittee and 
approved by civil society were published. 

In light of Al-Haq’s and multiple civil society organisations efforts to 
amend the Cybercrimes Decree Law, the Ministry of Justice (MoJ) 
hosted a dialogue session on 24 October 2017 and presented a 
Draft Law by Decree Amending the Law by Decree on Cybercrimes 
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No. 16 of 2017 (hereinafter Draft Amendment to the Cybercrimes 
Decree Law). This draft was proposed by the Public Prosecution, 
the Office of the High Commissioner for Human Rights (OHCHR), 
and the Legal Advisor to the President. Al-Haq participated in 
the dialogue session and nominated prominent organisations 
to examine the proposed draft, at the request of the MoJ. The 
proposal removed a number of articles in the Cybercrimes 
Decree Law, particularly those providing overbroad and loosely 
defined terms providing for criminalisation, including Article 20, 
used by the authorities to detain a number of journalists. The 
Draft Amendment to the Cybercrimes Decree Law also mitigated 
the harsh penalties prescribed for several cybercrimes. However, 
these amendments did not match the demands of Al-Haq, the 
Independent Commission for Human Rights (ICHR), the Palestinian 
Bar Association, and many other civil society organisations – all 
of whom developed a unified position and provided substantive 
comments on the proposed amendments. 

On 5 November 2017, a meeting was held with the Minister 
of Justice, following his request. In addition to the Ministry of 
Foreign Affairs (MoFA), the meeting brought together civil society 
organisations, including Al-Haq, ICHR, and OHCHR, who presented 
comments on the Draft Amendment to the Cybercrimes Decree 
Law. An agreement was made to continue the dialogue and 
create an enabling environment to come up with amendments, 
which would be compatible with international conventions and 
standards. The Palestinian government’s commitment expressed 
to the Special Rapporteur on the Promotion and Protection of the 
Right to Freedom of Opinion and Expression was also reaffirmed. 
The government reiterated a pledge made by the President and 
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Prime Minister to amend any provisions of the Cybercrimes Decree 
Law that are not consistent with the conventions that the State of 
Palestine acceded to without reservations. Al-Haq also submitted 
a detailed notice to the Minister of Justice, including substantive 
comments on the Draft Amendment to the Cybercrimes Decree 
Law. 

Between 19 - 22 November 2017, extensive meetings were 
held by the Committee on the Alignment of Legislation with 
International Conventions, to discuss the Draft Amendment 
to the Cybercrimes Decree Law, which had been established 
pursuant a decision from the Council of Ministers. Members of 
the Committee includes ministries, government bodies, the ICHR, 
as well as representatives from civil society organisations as 
observers and participants in the Committee’s deliberations, and 
without having the right to vote. Al-Haq and Defence for Children 
International - Palestine Section (DCI – Palestine) represented 
civil society organisations in this debate over the amendments to 
the Cybercrimes Decree Law. 

By the end of the discussions held by the Committee on the 
Alignment of Legislation with International Conventions, the 
majority of substantive comments submitted by Al-Haq on behalf 
of civil society organisations and by the ICHR, and supported by 
the MoFA, were rejected. Consequently, questions arise about the 
significance of this Committee, the role it plays, and the continued 
role of civil society organisations in debating regulations upheld 
by the official authorities in spite of explicitly contravening the 
provisions of the Palestinian Basic Law, international conventions, 
and relevant international standards. 
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Furthermore, on 4 December 2017, Al-Haq sent a detailed notice 
to the Minister of Foreign Affairs in his capacity as the Chairman 
of the National Standing Committee for Following up with the 
State of Palestine’s Accession to International Conventions and 
Treaties. The notice included Al-Haq’s substantive comments, 
agreed upon between civil society organisations, on the Draft 
Amendment to the Cybercrimes Decree Law. It also provided an 
overview of outcomes of the dialogue within the Committee on 
the Alignment of Legislation with International Conventions. Al-
Haq demanded that the Minister of Foreign Affairs intervenes 
to ensure that the Draft Amendment to the Cybercrimes Decree 
Law is in harmony with international human rights conventions 
and standards. Al-Haq’s substantive comments covered, inter 
alia, the need to limit the capacity of officers vested with judicial 
powers to the police, the closure of juridical persons (e.g. media 
institutions), the blocking of websites, the search of devices and 
information technology tools, and communications surveillance. 

In its desire to engage public opinion in its comments on the 
Draft Amendment to the Cybercrimes Decree Law, proposed 
by the Public Prosecution, OHCHR and the Legal Advisor to the 
President, and debated within the Committee on the Alignment of 
Legislation with International Conventions; Al-Haq published its 
detailed comments on the Draft Amendment to the Cybercrimes 
Decree Law. The comments highlight the provisions of the 
Cybercrimes Decree Law which need to be amended to ensure 
full compliance with the international conventions to which the 
State of Palestine has acceded and international standards. 

Al-Haq’s Comments on the Draft Amendment to the Cybercrimes 
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Decree Law

Article 2 of the Draft Amendment to the Cybercrime Decree 
Law (Article 3 of the original Decree Law) should be amended. 
Article 2 provides that “[a] specialised unit for cybercrimes shall 
be established within the police agencies and security forces. It 
shall enjoy the capacity of officers vested in judicial powers. The 
Public Prosecution shall supervise the officers tasked with judicial 
duties, each within the sphere of his jurisdiction.” This Article vests 
in all security forces, including military agencies, the capacity of 
officers vested with judicial powers to prosecute cybercrimes. By 
contrast, Draft Article 3 of the Cybercrimes Decree Law addresses 
security agencies, which enjoy the capacity of officers tasked with 
judicial duties. This is an unjustified expansion of power violating 
a number of rights and freedoms. 

Al-Haq reiterates its objection to this provision, even though 
it addresses security personnel who enjoy the capacity of 
judicial officers. In the context of enforcing the provisions of the 
Cybercrimes Decree Law, it results in continued overlapping of 
tasks and powers between security agencies. Experience has 
demonstrated that, based on this capacity, a particular security 
agency would detain a person. Following their release, the person 
is immediately detained by another security agency on the same 
charges. This allows for human rights violations, such as arbitrary 
detention in contravention of Article 9 of the International 
Covenant on Civil and Police Rights (ICCPR). It also allows further 
security control over civil life thus politicising human rights and 
freedoms, relapsing into a police state. 
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According to Article 21 of the Penal Procedure Law, the Civil 
Police agency possesses officers with judicial powers. In the sense 
of the International Convention on Cybercrimes (the Budapest 
Convention), cybercrime is a civil offence that falls squarely 
within the jurisdiction of the Civil Police. The Draft Amendment 
to the Cybercrimes Decree Law provides for international 
cooperation for combating cybercrimes, requiring the exchange 
of information, collection of evidence, and extradition. Among all 
security forces, the agency that is solely authorised to cooperate 
with the International Criminal Police Organisation (Interpol) is 
the Civil Police. Under Article 4 of the Interpol Statute of 1956, 
which the State of Palestine has acceded to, a designated unit 
of the Civil Police agency can cooperate with Interpol. Article 43 
of the Arab Convention on Combating Information Technology 
Offences (Arab Convention) also provides for the presence 
of a specialised body dedicated 24 hours/day to ensure the 
provision of prompt assistance for the purposes of investigation, 
procedures related to information technology offences, or to 
gather evidence in electronic form regarding a specific offence. 
Such a body shall be able to communicate promptly with the 
corresponding body, namely the Civil Police agency, in any other 
State Party. Communication is channelled through the Arab 
Office for Criminal Police, which reports to the Council of Arab 
Interior Ministers. In addition, the Convention on the Rights of 
the Child, General Comment 10 of the Committee on the Rights 
of the Child, and Palestinian Law by Decree No. 4 of 2016 on 
the Protection of Juveniles, assigns the powers of investigation 
and collection of evidence in cybercrimes involving children in 
conflict, with the law to the Civil Police agency only. Considering 
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the aforementioned, Al-Haq stresses that the power to prosecute 
cybercrimes should be exclusively assigned to the Civil Police 
agency, which is inherently vested with judicial powers. 

A case cannot be made that other security agencies are vested 
with judicial powers. In fact, the issue concerns the officers 
tasked with judicial duties “for the purposes of enforcing the 
Cybercrimes Decree Law.” In accordance with the aforementioned 
justifications, overlapping legislative tasks and powers need to be 
eliminated. Al-Haq is of the view that this requirement effectively 
allows a clearer and more effective role to be played by the Police 
in civil life. However in relation to cybercrimes, official authorities 
refused to limit the powers of security agencies vested with 
judicial powers, instead insisting on continued overlapping tasks 
and powers under relevant regulations. The end result is a process 
of arbitrary detentions that violate international conventions. 

2. Regarding the right to freedom of expression and freedom of 
the press, the newly introduced Article 9 of the Draft Amendment 
to the Cybercrimes Decree Law should be amended. In relevant 
discussions, civil society organisations proposed a paragraph to be 
added either to this article or under the introductory section of the 
Decree Law. The paragraph provides that “[i]t shall be prohibited 
to construe or interpret any provision under this Law by Decree in 
a manner that prejudices the freedom of expression and right to 
privacy, enshrined in the Basic Law, international conventions to 
which the State of Palestine acceded, and relevant international 
standards.” This proposed provision is duly relevant to legislative 
harmonisation with international conventions. It reflects on the 
role that the Judicial Authority plays in the harmonisation process 
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in cybercrimes cases brought before courts. In its latest decision, 
the Supreme Constitutional Court confirmed that international 
conventions are superior to domestic legislation. However, official 
authorities in the Committee on the Alignment of Legislation with 
International Conventions refused to include this proposal as an 
amendment to the Cybercrimes Decree Law. 

3. Article 11 of the Draft Amendment to the Cybercrimes Decree 
Law, which criminalises “hate speech”, should be amended. This 
article provides that “[e]ach person who creates a website, an 
application or an electronic account, or disseminates information 
on the information network or on an information technology 
tool with the intention of displaying any written words or 
threatening behaviours which aim to deliberately arouse racial 
or religious hatred shall be punished by confinement for a period 
of at least one year”. Article 19, a London-based NGO that works 
towards promoting freedom of expression and right of access 
to information, asserts that penalties imposed on hate speech 
should principally be civil. Although in particularly grave cases, 
criminal penalties can be imposed. To ensure that hate speech 
is not confused with the right to freedom of expression, Al-Haq 
recommends the removal of the phrase “any written words” from 
the said provision. 

Hate speech is an incremental act or a “behavioural pattern”, which 
implies the meaning of “instigation”, i.e. lobbying and incitement, 
rather than mere words. To this avail, General Comment 35 of the 
Committee on the Elimination of Racial Discrimination considers 
that, to qualify dissemination and incitement as offences 
punishable by law, the following contextual factors should be 
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taken into account: the content and form of speech (whether the 
speech is provocative and direct, in what form it is constructed 
and disseminated, and the style in which it is delivered); the 
position or status of the speaker; the reach of the speech; and 
the objectives of the speech (Para. 15). The General Comment 
also requires that states parties should take into account “the 
imminent risk or likelihood that the conduct desired or intended 
by the speaker will result from the [hate] speech in question” 
(Para. 16). Accordingly, Article 11 should be amended. 

4. Article 15 of the Draft Amendment to the Cybercrimes Decree 
Law (Article 35(2) of the original Decree Law) needs to be 
amended. The Article provides: “The Attorney General or one of 
his assistants shall be entitled to issue an order to immediately 
collect and provide any data, including communication traffic, 
electronic information, traffic data or content information 
which he deems necessary for the benefit of the investigations”. 
This Article excludes the Judicial Authority from surveilling 
communication traffic and from the order to immediately collect 
and provide data. The process should be implemented at the 
request of the Attorney General or one of his assistants as well 
as a by a decision from the “competent court”. As is prescribed 
by paragraph 1 of the same Article, the competent judge of the 
Court of Conciliation shall be entitled to permit the Attorney 
General or one of his assistants (amended as such during 
relevant discussions) to monitor communications and telephone 
conversations in order to search for evidence relating to the 
offence”. Also, the Public Prosecution is an adversary party to 
penal cases, which judicial bodies are competent of adjudicating. 
In both cases, the “gravity of the offence” should be taken 
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into account. This criterion should be applicable to crimes and 
misdemeanours punishable by confinement for a period of not 
less than one year. Otherwise, this provision will derogate from 
the relevant guarantees established by Article 51 of the Penal 
Procedure Law. 

In his 2017 report to the Human Rights Council, the Special 
Rapporteur on the Promotion and Protection of the Right to 
Freedom of Opinion and Expression asserts that surveillance 
of telecommunications may be ordered by judicial authorities. 
In this context, the Criminal Code of Canada requires law 
enforcement to submit requests for the disclosure of telephone 
records in criminal investigations to a judge for approval. In 
Portugal, for example, the authorities must obtain a judicial order 
to compel relevant bodies (internet service providers) to disclose 
communications data (Para. 19). 

This is further confirmed by the 2014 International Principles 
on the Application of Human Rights to Communications 
Surveillance. According to Principle 6, “determinations 
related to Communications Surveillance must be made by a 
competent judicial authority that is impartial and independent.” 
The authority must be separate and independent from the 
authorities conducting Communications Surveillance. Those 
whose communications are being surveilled should be notified 
of a decision authorising Communications Surveillance to enable 
them to challenge the decision. Delay in notification is only 
justified when it would seriously jeopardise the purpose for 
which the Communications Surveillance is authorised, or there 
is an imminent risk of danger to human life. The user affected is 
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notified as soon as the risk is lifted as determined by a Competent 
Judicial Authority. States [and internet providers] should publish, 
at a minimum, cumulative information on the specific number 
of requests approved and rejected, the requests by the service 
provider and by the investigating authority, type, and purpose, 
and the specific number of individuals affected by each. 

5. Article 30 of the original Cybercrimes Decree Law should be 
amended. Without taking into account the “gravity of the offence,” 
this provision allows that a juridical person (e.g. a media outlet) be 
dissolved or deprived from initiating their activity for a maximum 
period of five years. The Article provides that “[i]n the event an 
offence provided for under this Law by Decree is committed in 
the name, or on behalf, of a juridical person, it shall be punished 
by a fine that is not less than five thousand Jordanian dinars and 
not more than ten thousand Jordanian dinars. The court shall be 
entitled to render a ruling, depriving the juridical person from 
initiating its activity for a maximum period of five years, or may 
decide to dissolve it, without prejudice to the criminal liability 
of the natural person, who is a subsidiary thereto.” Although 
dissolution or temporary cessation may be ordered by a court 
ruling, this penalty is excessively harsh. It affects all employees of 
the juridical person. According to the provisions of this Article, the 
penalty can potentially be prescribed for simple misdemeanours. 
However, it must be associated with “serious crimes”, which 
requires that it be provided for and inflicted by the said Article. 

By contrast, Article 36 of the old Penal Law of 1960 stipulates 
that [for a corporate body to be suspended or dissolved], a crime 
or misdemeanour with a penalty of at least two years [in prison] 
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should be committed. Hence, the consequences and economic 
impacts of this provision on all the people employed by the 
juridical person must be limited and exclusively applied to serious 
criminal offences. This should be in line with the principles of 
necessity and proportionality under Article 19(3) of the ICCPR 
(Restrictions on the right to freedom of expression) and General 
Comment 34 of the UN Human Rights Committee on Article 19 
of the ICCPR. 

6. Articles 33 and 34 of the original Cybercrimes Decree Law 
should be amended. These provisions give the power to the 
Public Prosecution or the person it delegates from among the 
officers tasked with judicial duties to search people, places and 
information technology tools relevant to an offence without an 
order from the competent court. The Public Prosecution shall 
also be entitled to permit the seizure of electronic devices, tools, 
means, data and information, as well as the confiscation of the 
information system wholly or any other information technology 
tool which may help to uncover the truth. This measure can 
be implemented without the accused or owner of the devices 
being present when the search and seizure take place. Also, the 
duration of the search warrant is not identified and the derogation 
from the safeguards for the accused persons in the investigation 
phase. In principle, these procedures must be initiated at the 
request of the Public Prosecution and based on the decision of a 
competent court. They need to be implemented in the presence 
of the accused person or owner of the devices, who should sign 
the search record. The competent court decision should also be 
limited to a specific period of time in order to maintain safeguards 
for accused persons in the preliminary investigation phase, and 
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to ensure consistence with relevant international conventions 
and standards. 

This is further confirmed by the Special Rapporteur on the 
Promotion and Protection of the Right to Freedom of Opinion and 
Expression in his 2013 report (A/HRC/23/40) to the UN Human 
Rights Council. In the “conclusions and recommendations”, the 
report states: “Communications surveillance should be regarded 
[by States] as a highly intrusive act that potentially interferes with 
the rights to freedom of expression and privacy and threatens 
the foundations of a democratic society. Legislation must 
stipulate that State surveillance of communications must only 
occur under the most exceptional circumstances and exclusively 
under the supervision of an independent judicial authority. 
Safeguards must be articulated in the relevant law, the scope 
and duration of potential measures, the grounds required for 
ordering them, the authorities competent to authorize, carry 
out and supervise them, and the kind of remedy provided by 
the national law.” (Para. 81). This is further reiterated by the 
2014 International Principles on the Application of Human 
Rights to Communications Surveillance. According to Principle 6, 
“determinations related to Communications Surveillance must 
be made by a competent judicial authority that is impartial and 
independent. The authority must be separate and independent 
from the authorities conducting Communications Surveillance.” 
It is worth noting that searching information technology tools is 
included within the definition of communications surveillance 
under these International Principles. 

7. Article 40 of the original Cybercrimes Decree Law should be 
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amended. This Article allows the Sate to block websites within 24 
hours on the grounds of records submitted by security agencies 
to the Attorney General. Security agencies can submit a request 
to this effect to the Attorney General, whereby websites can 
be blocked upon the approval of the Conciliation Court judge. 
This measure is implemented during the course of investigation 
and within 24 hours, flagrantly derogating from the safeguards 
for accused persons, in contravention of the Basic Law. It also 
undermines guarantees of a fair trial as established by Article 14 
of the ICCPR. Article 40 also uses overbroad terms to justify the 
blocking of websites, such as national security, public order, and 
community safety. This is in violation of Article 19(3) of the ICCPR 
and the Human Rights Committee’s General Comment 34 on 
Article 19 of the ICCPR. Accordingly, overbroad terms may not be 
used because they render meaningless and jeopardise the right to 
freedom of expression. The Special Rapporteur on the Promotion 
and Protection of the Right to Freedom of Opinion and Expression 
highlighted in his notice to the Palestinian government, dated 16 
August 2017, the need to amend this Article because it violates 
the right to freedom of expression. However, the Committee 
on the Alignment of Legislation with International Conventions 
insists that it does not contradict international human rights 
standards.  

Against this backdrop, Article 40 must be deleted. It provides: “(1) 
In the event websites hosted within or outside the State post any 
statements, figures, images, films, propaganda or other material, 
which may threaten the national security, community safety, 
public order or public morals, Investigation and Interdiction Units 
shall be entitled to submit a report to this effect to the Attorney 
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General or to one of his assistants and request an authorisation 
to block the website(s) or to block some of their links from being 
displayed. (2) Within 24 hours, the Attorney General or one 
of his assistants shall file the request for authorisation to the 
Conciliation Court, together with a note of his opinion. The court 
shall render its decision, either accepting or rejecting the request 
on the same day it is filed.” 

In relation to websites and media sites, this provision is also in 
conflict with Article 27 of the Basic Law, which prescribes that “[n]
o warning, suspension, confiscation, cancellation or restriction 
shall be imposed upon the media” except in pursuance of a 
judicial ruling. Hence, the said measure cannot be implemented 
during the course of investigation and within 24 hours without 
the observance of the guarantees of a fair trial. The said measure 
also contravenes the Human Rights Council Resolution (A/
HRC/32/L.20) of 2016, which “[c]ondemns unequivocally measures 
to intentionally prevent or disrupt access to or dissemination of 
information online in violation of international human rights law 
and calls on all States to refrain from and cease such measures” 
(Para. 10). The Human Rights Council also considers that access 
to the internet is a human right. 

In addition to compliance with the principles of necessity and 
proportionality, blocking websites should be approached in line 
with the proposals on the dissolution of juridical persons (see 
the Comment on Article 30 above). In other words, a final court 
decision must be rendered, ensuring the guarantees of a fair trial. 
As mentioned above, the application of this provision should 
also be limited to serious crimes. Blocking websites is as grave 
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as dissolving a juridical person; e.g. a media institution. Along 
this vein, in 2011, a joint declaration on freedom of expression 
and the Internet was issued by the UN Special Rapporteur on the 
Promotion and Protection of the Right to Freedom of Opinion 
and Expression, the Organisation for Security and Co-operation 
in Europe (OSCE) Representative on Freedom of the Media, the 
Organisation of American States (OAS) Special Rapporteur on 
Freedom of Expression, and the African Commission on Human 
and Peoples’ Rights (ACHPR) Special Rapporteur on Freedom 
of Expression and Access to Information. Clause 3 of the joint 
declaration states that: “[m]andatory blocking of entire websites, 
IP addresses, ports, network protocols or types of uses (such 
as social networking) is an extreme measure - analogous to 
banning a newspaper or broadcaster - which can only be justified 
in accordance with international standards, for example where 
necessary to protect children against sexual abuse.” In sum, the 
comments on the procedures and guarantees, which apply to the 
dissolution of juridical persons, must equally be applicable to the 
blocking of websites. 

8. Article 40 of the original Cybercrimes Decree Law should be 
deleted. This Article provides that “[e]ach person who commits, 
takes part, intervenes in or instigates an act, which constitutes 
an offence under any applicable piece of legislation, using the 
electronic network or any information technology tool shall be 
punished by the same penalty which is prescribed for such offence 
under such legislation.” This provision restores all the “overbroad 
terms” that were removed in the proposed amendments to the 
penal provisions. This is particularly the case of crimes against 
the internal and external security of the State provided under 
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the 1960 Penal Law in force. Overbroad terms also include, inter 
alia, the crimes of undermining “solemnity of the State” and 
“weakening the national sentiment”. These and dozens of other 
overbroad terms prescribed by the Penal Law are inconsistent 
with Article 19(3) of the ICCPR and General Comment 34 of the 
Human Rights Committee on Article 19 of the ICCPR. This loosely 
drafted provision of the Cybercrimes Decree Law criminalises the 
acts of “libel and slander”, particularly those which target public 
figures as prescribed by the Penal Law. Such crimes have already 
been removed from the scope of penal provisions under the 
Decree Law.  

Accordingly, Article 46 should be deleted in view of its explicit 
violation of international conventions and standards. It is not 
valid to argue that this Article is based on Article 21 of the Arab 
Convention on Combating Information Technology Offences, 
which provides that “[e]very State Party shall commit itself 
to increasing the punishment for traditional crimes when 
they are committed by means of information technology.” A 
regional convention cannot be invoked to violate fundamental 
international human rights conventions, to which the State of 
Palestine is party. In his notice to the Palestinian government, 
the UN Special Rapporteur on the Promotion and Protection of 
the Right to Freedom of Opinion and Expression confirmed that 
all “overbroad terms” under the Decree Law which contradict 
Article 19(3) of the ICCPR and General Comment 34 should be 
reviewed. 
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Promotion and Protection of the Right to Freedom of 
Opinion and Expression, dated 13 February 2017

  

 

 

 

 

 

Re: Draft Law on Cyber Crimes 

 

 

13 February 2017 

 

Dear Special Rapporteur Kaye, 

 

Al-Haq, a Palestinian human rights organization based in Ramallah, Occupied Palestinian Territory (OPT), 

would like to call your attention to the State of Palestine’s draft Law on Cyber Crimes. Al-Haq believes that 

the draft law contradicts international standards regarding freedom of expression as well as the Palestinian 

Basic Law. We write to you to highlight some of our concerns, with the hope that you will comment on the 

draft as soon as possible, even in a general manner, before it becomes cemented into law.  

 

The Palestinian Basic Law functions as the constitution. Relevant articles include: 

 
Article 19- “Freedom of opinion may not be prejudiced. Every person shall have the right to express his 

opinion and to circulate it orally, in writing or in any form of expression or art, with due consideration to 

the provisions of the law.” 

 
And 
 
Article 27(1)- “Establishment of newspapers and all media means is a right for all, guaranteed by this Basic 

Law. Their financing resources shall be subject to the scrutiny of the law.(2) Freedom of audio, visual, and 

written media, as well as freedom to print, publish, distribute and transmit, together with the freedom of 

individuals working in this field, shall be guaranteed by this Basic Law and other related laws. Censorship of 

the media shall be prohibited. No warning, suspension, confiscation, cancellation or restriction shall be 

imposed upon the media except by law, and pursuant to a judicial ruling.” 

 

The Special Rapporteur should note that the Palestinian Legislative Council (PLC) has neither convened nor 

legislated since 2007. Instead, legislative authority has been de facto under President Mahmoud Abbas. Al-

Haq notes the general lack of transparency in Palestinian governance, and believes that a Freedom of 

Information Act, which was first drafted in 2005, has not been passed in order to maintain the current 

climate.
1

 Instead of moving towards accountability and transparency (such as by passing a Freedom of 

Information Act), the Palestinian Authority is seeking to punish freedom of expression and other rights 

through the draft Law on Cyber Crimes.  

 

While we are concerned with the draft law in its entirety, below are a few examples which are 

representative of the broad language and penalties provided throughout: 

 

Article 17- “Creating and publishing ideas against public order and morals. Whoever established a website, 

used, or published information on the internet, or any technological device which aims to facilitate 

                                                           
1

 There were updates to the draft in 2013 and 2014, but no further steps have been taken. 

3
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programs or ideas, or promotes them, and it would disrupt public order or morals will be imprisoned for a 
period of no less than one year, and fined between 1000 to 5000 Jordanian dinars, or one of the two 
penalties.”  
 
Article 21- “Establishing a website which published false news which puts the security of the State at risk. 
1) Any person that establishes or administers a website on the internet, or any other information 
technology, which publishes inaccurate news  intended to put the safety of the state, or general order or 
internal or foreign security at risk, will be punished with prison for a period of no less than one year, and a 
fine between 1000-5000 Jordanian dinars, or one of the two penalties. 2) Any one who promoted, 
broadcast, or published, by any means, inaccurate news, with the same aforementioned intent, will be 
imprisoned  for a period of no greater than one year, and fined between 200-1000 Jordanian dinars, or one 
of the two penalties.”  
 
Article 22 “Defamation. Anyone who infringes upon family principles and values, or publishes news, 
pictures,  voice or visual recordings, which are related to the sanctity of private or family life, even if  true, 
or infringes on another through  libel, slander, contempt, or defamation, or caused harm to them by means 
of the internet or another means of information technology, will be penalized by prison for a period of no 
less than six months, fined between 1000-  o anian ina s  o  one of t e t o enalties ”  
 
Article 23 enali es ins ltin offen in  an t in  ol  o ets  an  essen e s on t e internet will be 
imprisoned for a period up to three years, and fined between 1000-5000 Jordanian dinars.  
 
Article 72 calls for a prison sentence of no less than six months and a fine between 200-1000 Jordanian 
dinars, or one of the two penalties, for an individual who intentionally  fails to report or intentionally 
provides a false report on an IT (information) crime. 
 
Article 74- “Incitement, interference, or participation. Anyone that participates by way of agreement, 
incitement, help or interference in the commission of a felony or misdemeanor is punishable under this law 
with the same penalties as for the original act, and if the crime is not committed, the penalty will be 
e e   alf ” 

 
We also note that Article 76 binds the judge to issuing certain penalties.    
 
Al-Haq finds that the current draft uses language which is overly broad, has excessive penalties, and fails 
the three-part test under Article 19 of the International Covenant on Civil and Political Rights. We are 
further deeply concerned that the law can, and likely will, be misused especially in cases of perceived 

oliti al o onents  e  t e ast ea  t e e a e een n e o s ases of a ests fo  ins ltin  t e 
esi ent’ an  ot e  oliti al state ents on so ial e ia  t e  in i ato s of the closing of civil, political, 

and social space include the recent lifting of parliamentary immunity of PLC members, and an order by the 
Prosecutor General to onfis ate a ne  oo  “Crime in Ramallah” f o  t e lo al a et  e o e  as 
issued under the charge of offending general values. The draft law will further embolden similar actions.  
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Again, we only highlighted a few of the articles which we feel are representative of the broad issues in the 
law. Kindly find enclosed the draft law. We believe that your public comments will have an impact on the 
substance and status of the draft.  
 
Thank you for your time and consideration. 
 
Sincerely,  
 
 
Shawan Jabarin 
General Director 
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Al-Haq’s Second Letter to the UN Special Rapporteur on 
the Promotion and Protection of the Right to Freedom of 
Opinion and Expression, dated 26 July 2017

  
 
 
 
 

 

26 July 2017  

Dear Special Rapporteur Kaye, 

To follow-up on our letter (13 February 2017) on the State of Palestine’s draft Law on Cyber Crimes, we 
want to write to you again in light of the draft becoming law.1 In our previous communication, we 

highlighted a few articles which we thought were representative of the overly broad language and 

penalties in the draft. These articles remain problematic in the new law; accordingly, we focus on the 

updated text of those articles below.  Please note that the below is not an official translation.  

Article 16 (draft Article 17):   1. Anyone who has produced any material that infringes upon public morals, 
or has arranged, prepared, sent or stored it for the purpose of exploiting, distributing or presenting it to 
others through the electronic network, an information technology means, or through animated cartoons 
shall be punished by imprisonment for a period no less than one year, a fine of no less than one thousand 
Jordanian Dinars and no more than five thousand Jordanian Dinars, or by both penalties. 
2. Any person who creates a website, an application or an electronic account, or who publishes information 
on the Internet or on another information technology platform in order to facilitate programs and ideas 
that infringe upon public morality shall be punished by imprisonment for a period of at least one year or by 
a fine of no less than one thousand Jordanian Dinars and no more than five thousand Jordanian Dinars or 
by a combination of both punishments.  
3. If the act specified in paragraphs 1 and 2 of this Article is directed at a child, this carries a punishment of 
temporary hard labor for a period of no less than seven years and a fine of no less than five thousand 
Jordanian Dinars and no more than ten thousand Jordanian Dinars or the equivalent thereof in the legally 
circulated currency. 
4. If the content of the act described in paragraph (1) of this article is a child, a child's image, or images 
simulating a child, the perpetrator shall be punished by temporary hard labor for a period of no less than 
seven years and by a fine of no less than five thousand Jordanian Dinars and no more than ten thousand 
Jordanian Dinars or the equivalent in the legally circulated currency. 

 
Article 20 (draft Article 21):  1. Anyone who creates or manages a website or an information technology 
platform that aims to publish news that would endanger the integrity of the Palestinian state, the public 
order or the internal or external security of the State shall be punished by imprisonment for a period of at 
least one year or by a fine of no less than one thousand Jordanian Dinars and no more than five thousand 
Jordanian Dinars or by a combination of both punishments. 
2. Any person who propagates that news by the any means, including broadcasting or publishing it, shall be 
sentenced to a maximum of one year in prison, be required to pay a fine of no less than two hundred 
Jordanian Dinar and no more than one thousand Jordanian Dinars or be subjected to both penalties. 
3.If the act in paragraphs (1,2) of this article is committed under an emergency status, the prescribed 
penalty is doubled. 
 
**Please note that draft Article 21 was on “false news,” and the final article is on “news” broadly. 

 
Article 22 (draft Article 22): Anyone who creates a website, an application, or an electronic account, or 

                                                           
1 The law was in the Official Gazette on 9 July 2017.   
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publishes information on the Internet or an information technology device with the intent to attack any 
family principles or values by publishing news, photos, audio or video recordings, whether directly or 
indirectly, relating to the inviolability of private and family life, even if it is true, in order to defame others 
and harm them, shall be punished by imprisonment for a period of at least two year or by a fine of no less 
than three thousand Jordanian Dinars and no more than five thousand Jordanian Dinars or by a 
combination of both punishments. 
 
**Please note that the penalties are higher in the final article than in draft Article 22. 
 
Article 21 (draft Article 23): Anyone who creates a website, an application or an electronic account, or 
disseminates information on the Internet or an information technology device with the intention to offend 
or to violate a sacred or religious rite or belief shall be punished by imprisonment for a period of no less 
than one year or by a fine of no less than two thousand Jordanian Dinars and no more than five thousand 
Jordanian Dinars or by a combination of both punishments. 
 
Draft Article 72 was removed. 
 
Article 52 (draft Article 74): Anyone who participates by way of agreement, incitement, assistance or 
interference in committing a felony or a misdemeanour punishable under the provisions of this Decree shall 
be punished by the same penalties as the main perpetrator. 
 
We also previously highlighted that draft Article 76 appeared to bind the judge to certain penalties. This 
article became Article 54 in the law, which states: 

1. Without prejudice to the penalties provided for in this resolution and to the good faith of others, the 
Court shall issue a decision to confiscate the devices, programs or means used to commit of any of 
the offenses which fall under the jurisdiction of this resolution at the expense of the owner. 

2. The court shall issue a decision on how long a business shall remained closed or how long a website 
shall be blocked that had been involved in a crime. 

 
Last, although we did not highlight the relevant draft article in our past communication, we would like to 
highlight Article 51, due to its sweeping language.  It states: If any of the offenses set out in this decision by 
law is committed for the purpose of disturbing public order, endangering the safety and security of the 
community, endangering the lives of the citizens, preventing or obstructing the exercise of public works by 
the public authorities or obstructing the provisions of the Constitution, the Basic Law, or with the intention 
of harming national unity, social peace, contempt of religion or that violate of the rights and freedoms 
guaranteed by the Constitution or the Basic Law, the penalty shall be hard labor or temporary hard labor. 
 
Please note that in June, Al-Haq issued a statement in English and Arabic on the blocking of websites which 
are critical of the Palestinian Authority. These websites remain blocked today. We are including a copy of 
our February letter on the draft law, and the text of the law (in Arabic). 
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Thank you for your time and consideration. 
 

Kind regards, 
 

Shawan Jabarin 
General Director 
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Communication by the UN Special Rapporteur on the Promotion 
and Protection of the Right to Freedom of Opinion and 
Expression to the State of Palestine, dated 16 August 2017

Mandate of the Special Rapporteur on the promotion and protection of the right to freedom of 
opinion and expression 

 
 
REFERENCE: 
OL PSE 2/2017 

 

16 August 2017 
 
Excellency, 
 

I have the honour to address you in my capacity as Special Rapporteur on the 
promotion and protection of the right to freedom of opinion and expression, pursuant to 
Human Rights Council resolution 34/18. 

 
In this connection, I would like to bring to the attention of your Excellency’s 

Government information I have received concerning the Cybercrime Law, signed into 
law on 24 June 2017 and published in the Official Gazette on 9 July 2017. Since 
June, the law has allegedly been used to block at least 30 websites, including 
websites posting news or opinions critical of the Palestinian Authority. The law gives 
rise to concerns about freedom of expression and privacy online. 

 
According to the information received, the law has been prepared and approved in 

secrecy and away from earlier civil society discussion. It contains provisions that allows 
for the blocking of websites and provisions criminalizing legitimate expression, which 
would represent a significant decline in media freedom in Palestine. 

 
Before identifying the concerns raised by the law, I would like to note that article 

19 of the International Covenant on Civil and Political Rights (ICCPR), acceded by the 
State of Palestine on 2 April 2014, protects everyone’s right to maintain an opinion 
without interference and to seek, receive and impart information and ideas of all kinds, 
regardless of frontiers. Under article 19(3) of the ICCPR, restrictions on the right to 
freedom of expression must be “provided by law”, and necessary for “the rights or 
reputations of others” or “for the protection of national security or of public order (ordre 
public), or of public health and morals”. Permissible restrictions on the internet are the 
same as those offline (A/HRC/17/27). 

 
Under the article 19(3) requirement of legality, it is not sufficient that restrictions 

on freedom of expression are formally enacted as domestic laws or regulations. Instead, 
restrictions must also be sufficiently clear, accessible and predictable (CCPR/C/GC/34). 
The requirement of necessity implies an assessment of the proportionality of restrictions, 
with the aim of ensuring that restrictions “target a specific objective and do not unduly 
intrude upon the rights of targeted persons”. The ensuing interference with third parties’ 
rights must also be limited and justified in the interest supported by the intrusion 
(A/HRC/29/32). Finally, the restrictions must be “the least intrusive instrument among 
those which might achieve the desired result” (CCPR/C/GC/34). 

 
In addition, article 17(1) of the ICCPR provides for the rights of individuals to be 

protected, inter alia, against unlawful or arbitrary interference with their privacy and 
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correspondence, and provides that everyone has the right to the protection of the law 
against such interference. “Unlawful” means that no interference may take place except 
in cases envisaged by the law which in itself must comply with provisions, aims and 
objectives of the ICCPR. Articles 17 and 19 of the ICCPR are closely connected, as the 
right to privacy is often understood to be an essential requirement for the realization of 
the right to freedom of expression (A/RES/68/167, A/HRC/27/37, A/HRC/23/40, 
A/HRC/29/32). 

 
The full text of the human rights instruments and standards outlined above are 

available at www.ohchr.org and can be provided upon request. 
 
In light of the above standards of international human rights law, I would like to 

present the following observations and concerns raised by several provisions of the law: 
 
I. Criminalization of access to websites 
 
Article 5 of the law criminalizes the “illegal access” of “electronic websites, 

information systems, or information networks” and also access that “exceeds authorized 
access”. Under article 2 of the law, “illegal access” is defined as “deliberate 
access…which such a person is not authorized to access”. “Authorization” is defined as 
“the permission given to one or more person(s) or to the public to access or use the 
system…”. As such, any person accessing or visiting a website in a way that is not 
expressly “authorized” may be committing a crime. 

 
While it is legitimate to protect information systems from unauthorized access, the 

wording of article 5 is overbroad and effectively criminalizes the accessing, copying and 
transmitting of any information system or data. The provision may, in particular, have a 
chilling effect on media activities in Palestine and pose a serious threat to the ability of 
journalists to work freely, especially investigative journalists, whose work consist of 
accessing information. These provisions could also seriously deter whistleblowers who, 
by definition, reveal information of general interest by transmitting data and information 
they are not authorized to access, copy or transmit. 

 
Article 32 mandates internet service providers to cooperate with security agencies 

by collecting, storing and sharing users’ information data for at least three years, in 
addition to blocking any website on the orders of the judiciary. Article 40 of the law 
allows the Attorney General or one of his assistants to request the court to issue an order 
to block any website within 24 hours. 

 
II.Criminalization of encryption 
 
Article 10 of the law criminalizes encryption devices and certain acts of 

encryption, and interferes directly with the privacy and security necessary for freedom of 
opinion and expression. While this effort likely involves a genuine commitment to 
preventing crime, it has been demonstrated that limiting encryption devices to only those 
that are licensed or authorized by the component authorities is a necessary or 
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proportionate measure in the light of the specific threats caused to privacy and freedom of 
expression. 

 
The criminalization of encryption that is executed “without a legitimate cause” 

gives excessive discretion to authorities to determine what is “legitimate”, constitutes a 
threat to the work of journalists and the confidentiality of their sources, and 
disproportionately undermines all users’ security. 

 
As I have noted in my previous report to the Human Rights Council, any proposal 

to impose restrictions on encryption or anonymity “should be subject to public comment 
and only be adopted, if at all, according to regular legislative process. Strong procedural 
and judicial safeguards should also be applied to guarantee the due process rights of any 
individual whose use of encryption or anonymity is subject to restriction. In particular, a 
court, tribunal or other independent adjudicatory body must supervise the application of 
the restriction” (A/HRC/29/32). 

 
III. Criminalization of online expression or sharing of online expression on 

grounds that are incompatible with international law 
 
a) Criminalization of the establishment, publication, distribution, storage and 

use of material that infringes upon public morals 
 
Article 16 of the law criminalizes anyone who produces material that infringes 

upon public morals, or has “arranged, prepared, sent or stored it for the purpose of 
exploiting, distributing or presenting it to others” through “electronic network, an 
information technology means, or through animated cartoons”. 

 
Article 16, moreover, criminalizes the creation of any website, App, or electronic 

account that publishes information online that “facilitates programs and ideas” that 
infringe upon public morality. The sanction is a prison term of minimum one year and 
between 1000 and 5000 Jordanian Dinars. 

 
These provisions appear likely to restrict expression that falls short of expression 

that constitutes incitement to violence, hatred or discrimination under article 20 of the 
ICCPR. While article 19(3) of the ICCPR allows for restrictions that are necessary and 
legitimate for the protection of public order or morals, article 17 of the law provides no 
guidance on what is deemed to disrupt or go against public order or morals. As such, this 
provision permits officials excessive discretion to determine who is in violation of the 
provision. In addition, this provision could effectively limit media freedom and chill 
discourse deemed controversial or critical because journalists and whistleblowers often 
publish or share information that is controversial in nature.  

 
b) Criminalization of publication of news that endangers security and public 

order 
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Article 20 of the law criminalizes the establishment or administration of a website 
which publishes news that endangers the “integrity of the Palestinian state, the public 
order or the internal or external security of the State”. Moreover, article 20 prohibits the 
propagation of such news by any means, including broadcasting or publishing. The 
sanction is minimum one year imprisonment and a fine of between 1000 and 5000 
Jordanian Dinars. The provision does not provide any further definition of what such 
news is and how it is determined to “endanger” the integrity or security of the State. As 
such, this provision gives the authorities excessive discretion to determine who is an 
offender. There is therefore a risk that this provision will criminalize the activity of 
journalists that are critical of the government and of whistleblowers who reveal 
information of public interest. The possibility of excessive discretion made possible by 
the provision’s lack of clarity raises concerns under article 19(3) of the ICCPR, which 
requires that restrictions on freedom of expression be prescribed by law and be necessary 
and proportionate to protect legitimate interests such as national security and public 
order. 

 
c) Criminalization of publication of information that infringes upon the sanctity of 

private or family life 
 
Article 22 of the law criminalizes anyone who creates a website, an App or an 

electronic account or who publishes news, photos, audio or video recording, with the 
intent to infringe upon “family principles or values”, including in cases where that 
information is true. The sanction is prison term of minimum two years and a fine of 3000-
5000 Jordanian Dinars. If taken together with article 21 of the law, this provision could 
censor the media from reporting on sensitive and critical information that is relevant to 
the public interest but controversial to the government. This provision may lead to self-
censorship of individuals and the media. Because there is no knowledge or intent 
requirement, this provision may deter individuals from expressing themselves. 

 
d) Criminalization of insult or offense of anything considered sacred or religious 
 
Article 21 of the law criminalizes anyone who creates a website, an App or an 

electronic account, or who disseminates online information with the intent to “offend or 
to violate a sacred or religious rite or belief”. The offense is punishable with minimum 
one year imprisonment and a fine of between 2000-5000 Jordanian Dinars. The provision 
does not provide any definition of what constitutes “offense” or “insult” or on how these 
are to be evaluated. 

 
The Human Rights Committee has emphasized that prohibitions of displays of 

lack of respect for a religion are incompatible with article 19 of the ICCPR 
(CCPR/C/GC/34). Additionally, under article 19 of the ICCPR, it is impermissible to use 
such prohibitions to prevent or punish criticism of religious leaders or commentary on 
religious doctrine or tenets of faith. 

 
Based on the above, I express serious concern that the Cybercrime Law uses 

overly broad terms that lack sufficiently clear definitions, permits authorities to 
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criminalize online expression and imposes overly harsh penalties for violations. In the 
absence of a Freedom of Information Act, this could lead to the institutionalization of 
violations of fundamental rights, such as the rights to privacy and freedom of expression 
for Palestinian citizens, as well as to the work and safety of media workers, including 
journalists in Palestine. The law could result in significant censorship and self-censorship 
by the media and individuals, especially those critical of the government. I am further 
concerned that the multiple references to harsh penalties under the law are incompatible 
with article 19 of the ICCPR, and could create a deterrent effect, particular on the media 
and on issues deemed sensitive. These penalties do not meet the proportionality 
requirement under article 19(3) of the ICCPR as they are not proportionate to the 
activities they are designed to sanction. 

 
Finally, I also express concern at the reported arrests for “insulting the president” 

and other political statements made on social media, the lifting of parliamentary 
immunity of PLC members, and an alleged order by the Prosecutor General to confiscate 
a new book from the local market under the charge of “offending general values”. I 
express concern that the new law will enable these and similar actions to grow in number. 

 
In view of the aforementioned comments, I would like to call on your 

Excellency’s Government to take all steps necessary to review and revise the law to 
ensure its compliance with the obligations of the State of Palestine under international 
human rights law. 

 
I would appreciate receiving a response within 60 days.  

 
Finally, I would like to inform your Excellency’s Government that this 

communication will be made available to the public and posted on the website page for 
the mandate of the Special Rapporteur on the right to freedom of expression: 
(http://www.ohchr.org/EN/Issues/FreedomOpinion/Pages/LegislationAndPolicy.aspx). 
Your Excellency’s Government’s response will also be made available on the same 
website as well as in the regular periodic Communications Report to be presented to the 
Human Rights Council. 

 
 

Please accept, Excellency, the assurances of my highest consideration. 
 

David Kaye 
Special Rapporteur on the promotion and protection of the right to freedom of opinion 

and expression 
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